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Technology-Facilitated
Gender-Based Violence
(TF GBV) Glossary
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The content in this glossary may include sensitive terms and definitions related to Technology-Facilitated
gender-based violence (TF GBV). Some of the language and concepts may be distressing or triggering for
certain audiences. The glossary is intended as an educational and reference resource, and its inclusion of
specific terms does not imply endorsement of any associated behaviors or ideologies. Readers are

encouraged to approach this material with care and to seek support if they feel overwhelmed or affected.
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The Technology-Facilitated Gender-Based Violence (TF GBV) Glossary was developed through the
combined efforts of a dedicated team at the Jordan Open Source Association (JOSA). Yara Alrafie
and Nadeen Bani Yaseen, researchers at JOSA, played pivotal roles in leading the research process.
Amr Ahmad, Localization and Communication Officer, ensured that the localization was
meticulously executed. Technical review and expert insights were provided by Haneen Diri and
Muna Bur, whose contributions greatly enhanced the relevance of the work.

We extend our heartfelt gratitude to all who were involved in bringing this project to
completion.We express our deepest gratitude to the International Media Support and The Danish
Institute for Human Rights for their financial support.



Purpose of the Glossary
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The purpose of a TF GBV glossary is to provide a clear, concise, and standardized reference for
understanding the terms and concepts related to Technology-Facilitated Gender-Based Violence (TF
GBV). It aims to promote awareness of the various forms and terminologies of TF GBV, foster
consistency in language across sectors. The glossary also serves as a valuable resource for
researchers, service providers, and media actors to inform their work and improve interventions,
while empowering victims and survivors by helping them recognize various forms of TF GBV.
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The methodology for developing the Technology-Facilitated Gender-Based Violence (TF GBYV)
Glossary involved several structured steps to ensure it is comprehensive, culturally relevant, and
accessible in both English and Arabic. The process began with defining objectives, focusing on
standardizing key TF GBV terms, followed by a thorough research and literature review identified
critical terms, which were then translated and localized. Additionally, collaboration with civil
society organizations, technical experts, local actors, and regional and international communities
ensured accuracy and contextual relevance. Currently, it is open for public consultation across the
MENA region to further enhance accuracy, inclusivity, and localization.
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We invite all stakeholders, including experts, activists, Civil Society Organizations, media
organizations, journalists, and all supporters to provide their valuable feedback and consultation
on the Technology-Facilitated Gender-Based Violence (TF GBV) Glossary, at: https://link.josa.ngo/
tfgbv-feedback Submissions will be accepted until 31st December 2024, and we thank you in
advance for your contributions to this important initiative!
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Visual-Based Abuse

DEFINITION
Visual-based abuse is when a person shares, or
threatens to share, an (intimate) image or video of
a person without their consent.

JUSTIFICATION
Terms related to image-based abuse and video-based abuse
highlight the privacy violations and emotional distress these

actions cause, especially within gendered abuse contexts.

I Online Sexual Harassment

DEFINITION
Online sexual harassment refers to any form of
non-consensual sexual advances, requests for
sexual favors, or sexually explicit content sent via
digital platforms, including social media,
messaging apps, or email.

JUSTIFICATION
This category encompasses a wide range of harmful
behaviors, highlighting how digital spaces are misused to

target individuals with non-consensual sexual conduct.
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B Threats, Exploitation, and
Coercion

This category covers digital acts that intimidate,
coerce, or threaten individuals, such as doxxing,
hate speech, or libel. These actions often create
fear, reputational harm, or social isolation.

Grouping these actions under one category emphasizes the
direct or indirect harm and manipulation that online threats

and coercive tactics can cause

B Deceptive Identities and
Manipulated Content

This category involves tactics that manipulate
identities or digital content to deceive,
impersonate, or mislead. It includes fake profiles,
deepfakes, and catfishing.

With the rise of identity-based deception online, these terms
represent unique ways of misusing technology to harm,

deceive, or exploit others.

M Online Scams and Fraud

When someone tries to trick you into giving away
your personal details, financial details, or money
over the internet. A scam becomes fraud when a
scammer gets your personal or financial details and
uses them for their own gain, or receives money
from you under false pretences. Fraud is a criminal
offence.
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Scams and fraud are distinct from other forms of digital abuse
as they usually focus on financial or data theft, rather than

purely emotional or psychological harm.

M Technology and Data

This category focuses on the technological aspects
of digital interaction, such as information
networks, IoT, and system-related terms. It
includes infrastructure and digital access topics like
the digital divide.

By focusing on the technology itself, this category addresses
how access to and misuse of tech can contribute to or mitigate

digital violence.

B Digital Activism and
Countermeasures

This category includes terms related to activism,
counter-speech, and efforts to create safer digital
spaces, from digital activism to organized
responses against hate speech and online abuse.

Separating these terms emphasizes the proactive measures
taken to combat online abuse and support equitable access to

digital spaces.

Research and Analysis
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This category focuses on terms related to research
methodologies and analysis related to digital
violence, such as gender analysis and interview
research.

Grouping research and analysis terms separately highlights
the study and examination of digital violence and the role of

academic and empirical research in shaping responses to it.

Legal terms

Legal terms refer to the specific language,
definitions, and concepts used in laws and
regulations to define and address TFGBV, TFV and
GBV, ensuring consistency in enforcement and
understanding.

Clearly defining TEGBV through legal terminology is crucial
to standardize its recognition, prosecution, and prevention

across jurisdictions.

Intersectionality and Context

Intersectionality highlights how overlapping social
identities, such as gender, race, class, and
disability, shape individuals' experiences of TEGBV
in specific cultural or societal contexts.

Recognizing intersectionality emphasizes the need for
tailored solutions to address how marginalized groups are

disproportionately impacted by online harassment.
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M Forms of Violence

Digital violence refers to various forms of
harassment, degradation, discrimination or social
isolation on the internet by electronic means of
communication. Settings of digital violence are
diverse and include social networks, messenger
apps, chat rooms, gaming platforms or the email
inbox are just some of them.

Given the diversity in abusive behaviors online, separating
these terms helps identify specific forms of digital aggression

and their psychological or social impacts.
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Glossary

Ableism

CATEGORY

. Intersectionality and Context

DEFINITION

Discrimination or prejudice against people with
disabilities, taking the form of ideas and
assumptions, stereotypes, attitudes, practices,
physical barriers in the environment or larger scale
oppression. It is oftentimes unintentional and
most people are completely unaware of the impact
of their words or actions.

SOURCE

"What is ableism?', Support Without Courts, n.d.

Abuser

CATEGORY
. Legal terms
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https://supportwithoutcourts.org/what-is-ableism/#:~:text=Urban%20Dictionary%3A%20%E2%80%9CAbleism%20is%20the,environment%2C%20or%20larger%20scale%20oppression.

DEFINITION

Any person who commits an act of violence in any
form against another person.

SOURCE

Solidarity Is Global Institute-]O (SIGI Jordan)
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Alternative Care

CATEGORY

. Intersectionality and Context

DEFINITION
Care provided when a child's natural family is
unable to provide appropriate care, even with
adequate support, or when the family abandons or
waives the custody of the child formally or
informally, and includes kinship care, or other
forms of family care, family-like care such as
institutional care, or supervised independent living
arrangements.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Appointed Guardian

CATEGORY

Legal terms
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https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312

DEFINITION

A person appointed by the father or grandfather, or
a guardian chosen by the grandfather. In the event
that they are not available, it is the judge who
manages the affairs of the minor and takes into
account their interest.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Arrest, or the threat of forced
return to the home country, or
the need for guardianship

CATEGORY

. Threats, Exploitation, and Coercion

DEFINITION

Any situation in which a person is arrested,
threatened with arrest, threatened with forcible
return to the home country (i.e., involuntary or
spontaneous return to the home country), or any
case in which placement is required as a result of
endangerment.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Astroturfing

CATEGORY

. Deceptive Identities and Manipulated Content
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https://www.sigi-jordan.org/en/article/5312
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DEFINITION
Astroturfing is the practice of masking the
sponsors of a message or organization to make it
appear as though it originates from and is
supported by grassroots participants.

SOURCE
Katri Bertram
Katri Bertram,"Astroturfing in global health — why this is a

serious problem (for me)',katribertram.wordpress,2022.

Authorization

CATEGORY

Legal terms

DEFINITION
Official permission for something to happen, or the
act of giving someone official permission to do
something

SOURCE
Cambridge Dictionary
"Authorization’, Cambridge Dictionary, Cambridge

University Press, n.d.

Bullying

CATEGORY

. Forms of Violence
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https://katribertram.wordpress.com/2022/09/16/astroturfing-in-global-health-why-this-is-a-serious-problem-for-me/
https://dictionary.cambridge.org/dictionary/english/authorization

DEFINITION

Bullying is unwanted, aggressive behavior among
school-aged children that involves a real or
perceived power imbalance.

SOURCE
StopBullying.gov
"What is bullying?', StopBullying.gov, U.S. Department of

Health and Human Services, n.d.

Case Coordinator

CATEGORY

Legal terms

DEFINITION

The specialized employee who possesses the skills,
experience, and qualifications necessary to handle
the crisis with the victim within the relevant
institution. This employee is responsible for
managing the case from the beginning by assessing
risk sources and aiming to close the case through
coordination and communication with the case
management team in charge of monitoring the
victim, either within the relevant institution or in
partner institutions, in addition to coordinating
meetings related to the case.

SOURCE

Solidarity Is Global Institute-]JO (SIGI Jordan)
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Case Coordinator Supervisor

CATEGORY

Legal terms
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https://www.stopbullying.gov/bullying/what-is-bullying
https://www.sigi-jordan.org/en/article/5312

DEFINITION

A specialized employee who possesses supervision
skills, and occupies a supervisory position within
the institution. They are responsible for
distributing cases to the case coordinators of the
institution, following up on these cases, providing
technical and administrative (logistical) support to
case coordinators, and ensuring that quality
services are provided according to the work plan of
the victim.

SOURCE
Solidarity Is Global Institute-JO (SIGI Jordan)
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Case Management

CATEGORY

Legal terms

DEFINITION

A work methodology based on the wishes and
needs of the victim, which includes case
intervention, evaluation, coordination, guidance,
oversight, follow-up and provision of necessary
services in coordination with the relevant partners,
using  sequential procedures that define
responsibilities and roles from reception to closure
of the case.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Catfishing
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https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
is an act or series of acts where a person creates a
fictitious or false identity on e.g. social media in
order to contact one or more victims. This can be
for the purpose of building a friendship or love
relationship, making a financial gain or
compromising a person in some other way. Often
another person's image or identity is used to
deceive victims, and catfishing is therefore closely
related to identity theft.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Cheap Fake

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
The term covers material that is not produced
using artificial intelligence, but is 'simply'
manipulated. This could be, for example, a
politician appearing alongside an incorrect or
manipulated quote.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Child

CATEGORY

Legal terms
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DEFINITION
A child is every human being below 18 years of age,
unless the age of majority is attained earlier under
the law applicable to the child.

SOURCE
Research Gate
"Convention on the Rights of the Child', Office of the High

Commissioner for Human Rights, n.d.

Child Abuse

CATEGORY

. Forms of Violence

DEFINITION
All forms of physical and emotional ill-treatment,
sexual abuse, neglect, and exploitation that results
in actual or potential harm to the child)s health,
development or dignity.

SOURCE

StatPearls

Osborne, J. W. (2017). Rediscovering Boredom: A Study on
the Nature of a Forgotten Emotion. Psychological Reports,
120(2), 321—336. https://doi.org/10.1177/0033294116688977

Child Labor

CATEGORY

. Intersectionality and Context

DEFINITION
The work that deprives children of their childhood,
their potential and their dignity, and that is
harmful to physical and mental development.

SOURCE

International Labour Organization

"What is child labour?', International Labour Organization,
n.d.
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https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
https://pubmed.ncbi.nlm.nih.gov/29083602/
https://www.ilo.org/international-programme-elimination-child-labour-ipec/what-child-labour

Child Marriage

CATEGORY

. Intersectionality and Context

DEFINITION

Marriage which takes place when one or both
spouses are under 18 years of age.

SOURCE
Plan International
"What is child marriage and why does it happen?', Plan

International, n.d.

Child Protection

CATEGORY

. Intersectionality and Context

DEFINITION
Child protection as measures and structures to
prevent and respond to abuse, neglect, exploitation
and violence affecting children. Child protection
means safeguarding children from harm. Harm
includes violence, abuse, exploitation and neglect.

SOURCE

Save the Children

"Save the Childrens definition of child protection’, Save the
Children, n.d.

Child-Victim

CATEGORY

. Intersectionality and Context
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https://plan-international.org/learn/what-child-marriage-why-does-happen/
https://resourcecentre.savethechildren.net/document/save-childrens-definition-child-protection/

DEFINITION
Means the child who is the victim or the alleged
victim of abuse.

SOURCE
Law Insider

"Child victim"', Law Insider, n.d.

Child's Best Interest

CATEGORY

. Intersectionality and Context

DEFINITION

It allows the preservation of a child)s well-being
and his right to grow in an environment which is
favorable to his mental and physical health.

SOURCE

Humanium

"The Child)s Best Interest: Article 3 of the Convention on the
Rights of the Child',Humanium,October 4, 2017.

Child's Opinion Survey (Child's
Willingness to Participate)

CATEGORY
. Research and Analysis
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https://www.lawinsider.com/dictionary/child-victim
https://www.humanium.org/en/the-childs-best-interest/

DEFINITION
Expressing a desire to participate in services. The
«opinion of younger children» may be requested,
who are by definition too young to give informed
consent but can understand and agree to
participate in receiving services.

SOURCE
Solidarity Is Global Institute-JO (SIGI Jordan)

LBl dpuzsdl tsobiolly Slebudl 1dis xSUYl olad duSe"
lora¥ g il e ol caxall” (3,81 b il o¥lod dyloskasdly
sl Gold dgmo dumoz (Judd — Uik Lloms sl il
15 4o 2018 ¢ Ssydl

Children Associated with
Armed Forces and Armed
Groups (CAAFAG)

CATEGORY

. Intersectionality and Context
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https://www.sigi-jordan.org/en/article/5312

Any person recruited under 18 years of age or who
has been recruited or employed by the armed forces
(government military or other security forces) or
armed groups of the opposition (in any capacity)
including children (male and female) employed as
combatants, cooks, porters, couriers, spies, or
individuals used for sexual purposes. This also
includes children who provide information to
armed groups or forces, and who distribute leaflets
on their behalf, or those transporting materials, or
working in mechanics, excluding children who
demonstrate support for opposition or government
forces without any prior instructions or agreement
by members of armed groups (i.e. by participating
in demonstrations, throwing stones or writing
slogans on graffiti, for example).

Solidarity Is Global Institute-JO (SIGI Jordan)
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Children Separated from Their
Families

Intersectionality and Context

Are those separated from both parents, or from
their previous legal or customary primary care-
giver, but not necessarily from other relatives.
These  may, therefore, include  children
accompanied by other adult family members

International Committee of the Red Cross

"Inter-agency guiding principles on unaccompanied and
separated  children’, International Organization for

Migration, n.d., page 13.
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https://www.sigi-jordan.org/en/article/5312
https://www.iom.int/sites/g/files/tmzbdl486/files/documents/InterAgency-Guiding-Principles-on-Unaccompanied-and-Separated-Children.pdf

Community-Based Violence

CATEGORY
. Forms of Violence

DEFINITION
Community violence happens between unrelated
individuals, who may or may not know each other,
generally outside the home. Examples include
assaults or fights among groups and shootings in
public places, such as schools and on the streets.

SOURCE

US Centers for Disease Control and Prevention

"What is community violence?', Centers for Disease Control

and Prevention, n.d.

Confidentiality

CATEGORY

Legal terms

DEFINITION

The fact of private information being kept secret.

SOURCE
Cambridge Dictionary
"Confidentiality’, = Cambridge Dictionary, = Cambridge

University Press, n.d.

Contexts of TF VAW

CATEGORY

. Intersectionality and Context
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https://www.cdc.gov/community-violence/about/index.html#:~:text=What%20is%20community%20violence%3F,schools%20and%20on%20the%20streets.
https://dictionary.cambridge.org/dictionary/english/confidentiality

DEFINITION
The different digital docations) where VAW may
take place, such as social networking sites, personal
online accounts, gaming and entertainment sites,
or direct messaging platforms.

SOURCE
UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Counter Speech

CATEGORY

. Digital Activism and Countermeasures

DEFINITION
is a tactic of countering hate speech or mis/
disinformation by presenting an alternative
narrative rather than with censorship.

SOURCE

International Media Support

"Online gendered disinformation and sexist hate

speech’,International Media Support,Mar. 2023,page 6.

Creepshot

CATEGORY

Visual-Based Abuse
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https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf
https://www.mediasupport.org/publication/online-gendered-disinformation-and-sexist-hate-speech/

DEFINITION

is an image - usually of women's or girls' buttocks
and breasts - taken without the consent or
knowledge of the subjects. The phenomenon of
creepshots also includes recordings made with
hidden cameras, which can be set up in changing
rooms, shower cubicles, toilets and the like.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Custodian

CATEGORY

Legal terms

DEFINITION

The person who grants the right to custody and
upbringing of the children, which is the mother in
the event of the establishment of marriage, and
after separation. After the mother, the right is
transferred to her mother, then the mother of the
father, then to the father, then to the court to
decide based on the evidence it has in favor of the
care of the child, to assign custody to the most
qualified relative.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)

Bl dgarsdl tosbally Slulsd] s ol A
Sloa¥l g sl o ool carsll” Qaﬂksé;ﬁ.;’.ll Yl Lleiwdly
sladl ol dgmo Loz (Juds — "Jabll dlomy 5wl Caially
14 0 2018 ¢ S5yl

Cyber assets / Cyber resources

CATEGORY

. Technology and Data
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https://www.digitaltansvar.dk/viden/ordbog
https://www.sigi-jordan.org/en/article/5312

DEFINITION
The technologies and the affordances they provide
to enable personal or organizational functionality,
produce value and achieve goals. These include
tangible (physical) and intangible (nonphysical)
assets.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6.

Cyber dating abuse (CDA)

CATEGORY

. Forms of Violence

DEFINITION
Also known as electronic dating violence (EDV) or
digital dating abuse (DDA), is a term used to
describe physical, sexual, or psychological/
emotional violence that occurs between romantic
partners through the use of texting, social media,
and related online mediums.

SOURCE

Abaad

"Decoding Technology Facilitated Gender-Based
Violence',ABAAD,June 27, 2024,page 82.

Cyber Harassment

CATEGORY

. Forms of Violence
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://www.abaadmena.org/resources/decoding-technology-facilitated-gender-based-violence/

DEFINITION
Unwanted offensive and sexually explicit emails or
text messages; inappropriate advances on social
networking sites; threats of physical or sexual
violence by email or text message; Hate speech,
meaning language that denigrates, insults,
threatens or targets an individual based on her
identity (gender) and other traits (such as sexual
orientation or disability).

SOURCE

Solutions For Youth Employment

"Online Violence Against Young Female Workers: Risks,
Threats, and Mitigation Strategies', Solutions For Youth
Employment, March 2022, page 3.

Cyber resilience

CATEGORY

. Technology and Data

DEFINITION
The state of, or dynamic process in which, an
individual, organization or entity can effectively
maintain continuity or enhance operations
through the prevention, disruption and mitigation
of cyber threats with the result of minimizing
harm.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6 .

Cyber threats

CATEGORY

. Threats, Exploitation, and Coercion
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https://www.s4ye.org/sites/default/files/2022-04/Online%20Violence%20Against%20Young%20Female%20Workers%20_March%202022_0.pdf
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION
Adverse cyber incidents that have the potential to
cause harm to individuals, organizations and
entities through technological systems and the way
they are used, e.g. by compromising the functional
capacity of assets, exploiting cyber vulnerabilities,
or by leveraging social and psychological
vulnerabilities.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia', UN women, 2024, page 6 .

Cyber vulnerabilities

CATEGORY

. Intersectionality and Context

DEFINITION

Weaknesses, both technical or non-technical, that
can exacerbate the harms caused by or the
likelihood of exploitation and exposure to cyber
threats.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6 .

Cyber-violence against women

CATEGORY

. Intersectionality and Context
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION
Cyber-violence against women is an act of gender-
based violence perpetrated directly or indirectly
through  information and communication
technologies that results in, or is likely to result in,
physical, sexual, psychological or economic harm
or suffering to women and girls, including threats
of such acts, whether occurring in public or private
life, or hindrances to the use of their fundamental
rights and freedoms.

SOURCE

European Institute for Gender Equality

"Combating Cyber Violence against Women and Girls',

European Institute for Gender Equality, 25 Nov 2022,page 19.

Cyberattack

CATEGORY

. Forms of Violence

DEFINITION
A type of cyber threat involving a malicious act
against a person, organization or nation, violating
its security and intentionally causing damage. It
typically includes deliberate acts to harm or exploit
digital systems, information or processes.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6.

Cyberflashing
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https://eige.europa.eu/publications-resources/publications/combating-cyber-violence-against-women-and-girls?language_content_entity=en
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

CATEGORY

Visual-Based Abuse

DEFINITION
is a form of digital harassment where a person
receives unsolicited intimate or sexual images via
data sharing services such as Bluetooth or Airdrop.
For example, it can happen in public spaces where a
stranger requests to send images via Airdrop and
the victim ends up receiving images of the sender's
genitals.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Cybermob

CATEGORY

. Forms of Violence

DEFINITION
a large group of online attackers who threaten,
insult and verbally abuse a target, often in an
organized and coordinated manner

SOURCE
UNFPA
"DIGITAL VIOLENCE TERMS', UNFPA.

Cybersecurity

CATEGORY

. Technology and Data
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https://www.digitaltansvar.dk/viden/ordbog
https://www.unfpa.org/thevirtualisreal-background#glossary

DEFINITION

A state in which information and/or computer
systems and networks are free from threat as well
as the set of practices undertaken by individuals
and organizations to ensure such security.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 6.

Cyberviolence

CATEGORY

. Forms of Violence

DEFINITION

The use of computer systems to cause, facilitate, or
threaten violence against individuals, resulting in
physical, sexual, psychological, or economic harm.

SOURCE
UNESCO
"A study of technology facilitated gender-based violence in

Southern Africa’,UNESCO,2024,page 8.

Data

CATEGORY

. Technology and Data
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000390886

DEFINITION

Everything that can be processed, stored, supplied,
or transmitted using information technology,
including writing, images, numbers, videos,
letters, symbols, signs, and others.

SOURCE

Jordan Open Source Association

"Full Text in English of the Cybercrime Law of 2023, Jordan
Open Source Association , 8 August 2023, page 1.

Data breach

CATEGORY

. Technology and Data

DEFINITION
Any event that exposes confidential, sensitive or
protected information.

SOURCE

UN Women_

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6.

Deepfake

CATEGORY

Visual-Based Abuse

DEFINITION

Using artificial intelligence to manufacture images,
audio and videos to look real.

SOURCE

International Media Support

"Online gendered disinformation and sexist hate

speech’,International Media Support,Mar. 2023,page 3.
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https://www.josa.ngo/publications/33
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://www.mediasupport.org/publication/online-gendered-disinformation-and-sexist-hate-speech/

Deepfake Porn

Visual-Based Abuse

An advanced form of 'fake porn'. It uses artificial
intelligence to produce fake sexual material, for
example by replacing faces in porn movies. If no
consent has been given to share the manipulated
material, it is illegal digital violence and can be
reported to the police. We recommend using the
term manipulated sexual material (MSM) instead,
as "Deepfake porn" is not pornographic material in
the traditional sense, but rather material that is
often produced without the consent of those
depicted and is therefore illegal in Denmark. The
term "Deepfake” also comes from the username of a
Reddit user who introduced and popularized
manipulated sexual material. By using the terms
"deepfakes" or "deepfake porn’, the originator of a
harmful phenomenon is credited.

Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Deepfake Voice

Visual-Based Abuse
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https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

Refers to an artificially generated voice created
using advanced artificial intelligence techniques.
These technologies make it possible to create a
voice that looks and sounds like a specific person.
It often involves the technology using and learning
from existing recordings of the person's voice and
using this information to create a replica of the
voice, which can be manipulated and used to
produce fake or forged audio recordings.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Defamation

CATEGORY

. Forms of Violence

DEFINITION
Defamation is the act of communicating false
statements about a person that injure their
reputation.

SOURCE
Merriam Webster
"Defamation’, Merriam-Webster Dictionary, Merriam-

Webster, n.d.

Digital Activism

CATEGORY

. Digital Activism and Countermeasures
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https://www.digitaltansvar.dk/viden/ordbog
https://www.merriam-webster.com/dictionary/defamation

DEFINITION

Refers to the set of digitally networked
campaigning activities or practices that is both
exhaustive and exclusive. Exhaustive in that it
encompasses all social and political campaigning
activities or practices that use digital network
infrastructure; exclusive in that it excludes
practices that are not examples of this type of
practice.

SOURCE

The Asfari Institute for Civil Society and Citizenship

Ghida Anani, «Digital Activism and The feminist Movement»
The Asfari Institute for Civil Society and Citizenship at AUB,
(December 2019),page 9.

Digital Divide

CATEGORY

Research and Analysis

DEFINITION

The gap between people with and without access to
modern technology.

SOURCE
Viamo
"For women, the digital divide deepened last year. Can 2024

turn the tide?', Viamo.

Digital Harassment

CATEGORY
. Forms of Violence
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https://scholarworks.aub.edu.lb/bitstream/handle/10938/24202/digital_activism_v1-5.pdf?sequence=1&isAllowed=y
https://viamo.io/viamo-platform/digital-divide-women/#:~:text=In%202024%20there%20is%20a,and%20private%20sector%20companies%20alike.

DEFINITION

When digital media, phone calls or text messages
are used to harass a person. Digital harassment can
take the form of verbal abuse, personal
humiliation, threats or unwanted sexual advances -
from small digital stings to more violent incidents
such as threats.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Digital Rights

CATEGORY

. Intersectionality and Context

DEFINITION
Includes the right to freedom of expression, privacy
and access to information — are the same
fundamental human rights as those enjoyed offline
but adapted to a new age of technology.

SOURCE

Media Defence

"Module 2: Introduction to digital rights', Media Defence,
2020.

Digital Self-Harm

CATEGORY

. Threats, Exploitation, and Coercion
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https://www.digitaltansvar.dk/viden/ordbog
https://www.mediadefence.org/ereader/wp-content/uploads/sites/2/2020/12/Module-2-Introduction-to-digital-rights-1.pdf

DEFINITION
Digital self-harm occurs when individuals
anonymously post hurtful things about themselves
online.

SOURCE

Cyberbullying Research Center

Justin W. Patchin,"Digital Self-Harm: The Growing Problem
Yowve Never Heard Of',Cyberbullying Research Center,May
13, 2024.

Digital Violence

CATEGORY

. Forms of Violence

DEFINITION
Refers to various forms of harassment,
degradation, discrimination or social isolation on
the internet or by electronic means of
communication. The locations of digital violence
are diverse: social networks, messenger apps, chat
rooms, gaming platforms or the email inbox are
just some of them.

SOURCE
HateAid

"Digital violence-an overview", HateAid.

Digital voyeurism

CATEGORY

Visual-Based Abuse
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https://cyberbullying.org/digital-self-harm-the-growing-problem-youve-never-heard-of
https://hateaid.org/en/digital-violence/

DEFINITION
Is a subset of non-consensual intimate image abuse
in which perpetrators take non-consensual photos
or videos of women)s private areas and share them
online.

SOURCE

Europian Institute for Gender Equality

"Combating Cyber Violence against Women and

Girls',European Institute For Gender Equality,25 Nov 2022

Disinformation

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
False information that intentionally misleads, such
as propaganda intended to influence elections or
foster conflict.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6.

Distributed denial of service
(DDoS)

CATEGORY
. Forms of Violence
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https://eige.europa.eu/publications-resources/publications/combating-cyber-violence-against-women-and-girls?language_content_entity=en
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION

A type of cyberattack in which threat actors make
digital resources unavailable to or unusable by
legitimate users by disrupting or flooding the
services of a host connected to a network.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 6.

Dog Whistling

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION

Dog Whistling is using words and/or symbols with
a double or coded meaning that is abusive.

SOURCE

International Media Support

"Online gendered disinformation and sexist hate

speech’,International Media Support,Mar. 2023,page 3.

Domestic Violence

CATEGORY

. Intersectionality and Context
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://www.mediasupport.org/publication/online-gendered-disinformation-and-sexist-hate-speech/

DEFINITION
Any action or omission by a family member
towards another family member within the same
family that results in material or emotional harm.

SOURCE
Solidarity Is Global Institute-]JO (SIGI Jordan)
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Doxing

CATEGORY

. Threats, Exploitation, and Coercion

DEFINITION

Doxing (also spelled doxxing) consists of searching,
collecting, and publicly sharing personally
identifiable information against a target)s will.
This includes personal details and sensitive data
such as home address, photographs, the victims
name, or the names of the victimys family
members.

SOURCE

European Institute for Gender Equality

"Combating Cyber Violence against Women and Girls',

European Institute for Gender Equality, 25 Nov 2022,page 16.

Economic Violence

CATEGORY

. Forms of Violence
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https://www.sigi-jordan.org/en/article/5312
https://eige.europa.eu/publications-resources/publications/combating-cyber-violence-against-women-and-girls?language_content_entity=en

DEFINITION
Coercive behavior that serves to control and
confiscate resources and economic opportunities.
Women may lack financial support from their
families, which generally hinders or prevents them
from engaging in political activities or deprives
them of simple political rights, including voting in
elections. Women may be prevented in a
coordinated and systematic manner from accessing
the financial and economic resources available to
their male counterparts. Women may not have
access to the resources needed for their campaign
or routine political activities.

SOURCE

Jordan National Commition for Women
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Encryption

CATEGORY

. Technology and Data

DEFINITION

The process of encoding information to prevent
anyone other than its intended recipient from
viewing it.

SOURCE

UN Women_

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 6.

Exploitation

CATEGORY

. Threats, Exploitation, and Coercion

el
3lsell 8yslascy (Soxtll e Joxy sl (5 paill Jslull 52
ble oo Il psall 8l0dl a5 w3 . &ysladdl ol
o) dpwlpnd | A2V lpinylon ple JKiu wion 5l Gaxs Low
Casall bS8 Loy Al dnbodl 35l (1o Lo,
o ey ko JSy Blyell ol ay byl b
les,a 8,39%001 dyolaxs¥ly dll sylsall s Joan!
leitlore) do3MI ylsall e L ¥ B 81l ol LysSl
Laids )1 ol dpaluaedl dnolond! loabaiil o dyglei¥l ddle ]

bty Laslessal! [l

el
ummﬂ;uaméic;ojou,w|bi;w
LB e bt ol S5aioll

abadl claagll
zontll

J M

Al
oS Y5 oJélaadly eyt I


https://www.women.jo/sites/default/files/2022-06/%D8%AF%D8%B1%D8%A7%D8%B3%D8%A9%20%D8%A7%D9%84%D8%B9%D9%86%D9%81%20%D8%B6%D8%AF%20%D8%A7%D9%84%D9%86%D8%B3%D8%A7%D8%A1%20%D9%81%D9%8A%20%D8%A7%D9%84%D9%85%D8%AC%D8%A7%D9%84%D9%8A%D9%8A%D9%86%20%D8%A7%D9%84%D8%B9%D8%A7%D9%85%20%D9%88%D8%A7%D9%84%D8%B3%D9%8A%D8%A7%D8%B3%D9%8A.pdf
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION
An act of abuse and coercion «where some form of
remuneration is involved or whereby the
perpetrators benefit in some manner — monetarily,
socially, politically, etc.»

SOURCE
UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Fake Porn

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
Fake sexual material is similar to manipulated
sexual material (or deepfake porn), but not as
advanced. If no consent has been given to share the
manipulated material, it is illegal digital violence
and can be reported to the police. We recommend
using the term fake sexual material instead. "Fake
porn" is not pornographic material in the
traditional sense, but rather material that is often
produced without the consent of those depicted.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Fake Profile

CATEGORY

. Deceptive Identities and Manipulated Content
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https://www.unwomen.org/en/digital-library/publications/2023/04/technology-facilitated-violence-against-women-taking-stock-of-evidence-and-data-collection
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

A fake profile can for example be a Facebook profile
where a person pretends to be someone else. Fake
profiles are often used in cases of grooming,
sextortion, harassment, threats or cyberbullying.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Felonies

CATEGORY

Legal terms

DEFINITION
They are crimes punishable by law with the death
penalty, hard labor for life, temporary hard labor,
temporary detention or life imprisonment,
including, for example: murder, rape, violation of
decency and serious harm.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Flaming

CATEGORY

. Digital Activism and Countermeasures
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https://www.digitaltansvar.dk/viden/ordbog
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Flaming is a hostile online interaction that involves
insulting messages, or flames, between users.
Flaming may occur in the context of Internet
forums, chat rooms, Usenet groups, social
networks, and game lobbies.

SOURCE

Techopedia
"Flaming', Techopedia, n.d.

Forms of TF VAW

CATEGORY

. Intersectionality and Context

DEFINITION
Different violent and abusive behaviours that fall
under the broader umbrella term (violence against
women and girls), including: bullying, stalking,
defamation, sexual harassment, exploitation and
hate speech. Technology-based tactics can be used
to perpetrate these forms of abuse, but they can
also be perpetrated without the use of technology.

SOURCE
UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Gender

CATEGORY

. Intersectionality and Context
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https://www.techopedia.com/definition/5356/flaming
https://www.unwomen.org/en/digital-library/publications/2023/04/technology-facilitated-violence-against-women-taking-stock-of-evidence-and-data-collection

DEFINITION
Gender refers to the social attributes given to men
and women, and such social attributes are
determined based on various factors, such as age,
religion, and national, racial, and social origin;
these traits may vary according to the cultural
context. The identity, status, roles, responsibilities
and power relationships between members of a
society or culture are defined based on gender.
Gender is learnt through social upbringing; it is
neither static nor instinctive; however, it evolves to
respond to changes in the social, political and
cultural environment.

SOURCE
The Jordanian National Commission for Women
"National Strategy for Women in Jordan 2020-2025", The

Jordanian National Commission for Women,2020, page 10.

Gender Analysis

CATEGORY

Research and Analysis

DEFINITION
Gender analysis examines the differences in mens
and womens lives, including those which lead to
social and economic inequity for women, and
applies this understanding to policy development,
service delivery, research, and resource allocation.

SOURCE
Government of Canada

"Gender analysis', UNRWA, 2015.

Gender Discrimination

CATEGORY

. Forms of Violence
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https://women.jo/~women/en/node/7935
https://unrwa.es/EBDHsevilla2015/wp-content/uploads/2015/11/Gender-Analysis_UNRWA.pdf

DEFINITION
Any gender-based exclusion, distinction, or
restriction, which has, inter alia, the effect or
purpose of impairing the recognition of equality
between women and men in their fundamental
freedoms and rights in the economic, cultural,
political, civil, social fields, leading to the exposure
of women to numerous problems in different areas
of life.

SOURCE
The Jordanian National Commission for Women
"National Strategy for Women in Jordan 2020-2025', The

Jordanian National Commission for Women,2020, page 11.

Gender Equality (or equality
between men and women)

CATEGORY

. Intersectionality and Context

DEFINITION

This means that the rights, responsibilities and
opportunities of individuals will not depend on
whether they are male or female, handicapped or
able bodied, young or elderly, white or black, or
from rural or urban settings.

SOURCE
UNFEPA
"Gender equality’, UNFPA.

Gender Equity

CATEGORY

. Intersectionality and Context
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https://women.jo/~women/en/node/7935
https://esaro.unfpa.org/en/topics/gender-equality

DEFINITION
Gender equity is the process of being fair to women
and men according to their respective needs. To
ensure fairness, strategies and measures are needed
to compensate for women)s historical and social
disadvantages that prevent women and men from
otherwise operating on a level playing field. Gender
equity leads to actual gender equality.

SOURCE

The Donor Committee for Enterprise Development

"Gender equality vs equity’, Donor Committee for Enterprise

Development (DCED), n.d.

Gender Expression

CATEGORY

. Intersectionality and Context

DEFINITION
Public expression or presentation of one)s gender
identity.

SOURCE

Amnesty International

"Thailand: «Being ourselves is too dangerous»: Digital
violence and the silencing of women and LGBTI activists in

Thailand', Amnesty International, May 16, 2024, page 5.

Gender Justice

CATEGORY

. Intersectionality and Context
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https://www.enterprise-development.org/weegateway/gender-equality-vs-equity/
https://www.amnesty.org/en/documents/asa39/7955/2024/en/

DEFINITION
Working to ensure equal rights and non-
discrimination, equal access to resources and equal
representation and opportunities for all, regardless
of sex, gender, sexual orientation, gender identity
or expression.

SOURCE

The Danish Institute of Human Rights
"Gender", Danish Institute for Human Rights, n.d.

Gender Mainstreaming

CATEGORY

. Intersectionality and Context

DEFINITION
Is the process of assessing the impact on women
and men in the course of any planned work,
including legislation, policies and programmes in
any area and on all levels. It is a strategy to render
women's interests and experiences, as well as
men's, part and parcel of the design,
implementation, monitoring and evaluation of
policies and programmes in the political, economic
and social areas. Women and men will, therefore,
equally benefit, and inequalities will cease to exist.
The ultimate goal of gender (perspective)
mainstreaming is to achieve gender justice and
equality.

SOURCE
The Jordanian National Commission for Women
"National Strategy for Women in Jordan 2020-2025', The

Jordanian National Commission for Women,2020, page 10.

Gender Sensitive Reporting

CATEGORY

Research and Analysis
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https://www.humanrights.dk/gender#:~:text=This%20means%20that%20we%20work,both%20about%20law%20and%20practice.
https://www.enterprise-development.org/weegateway/gender-equality-vs-equity/

DEFINITION

The practice of producing media content in a way
which is sensitive to gender inequalities and
portrays women and men fairly.

SOURCE
Free Press Unlimited

"Gender-sensitive reporting’, Free Press Unlimited, n.d.

Gender-Based Digital Violence

CATEGORY

. Forms of Violence

DEFINITION

Harassment and prejudices targeted through
technology against people and mainly against
women on the basis of their sex. The term is also
similar to cyberharassment, cyberbullying, and
online discrimination though these terms are not
sex-specific.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Gender-based Violence (GBV)

CATEGORY

. Intersectionality and Context
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https://kq.freepressunlimited.org/themes/gender-equality/gender-in-media-content/gender-sensitive-reporting/#:~:text=Gender%2Dsensitive%20reporting%20is%20the,values%20of%20accuracy%20and%20balance.
https://portal.salamatmena.org/wp-content/uploads/2023/11/Jordan-DVAW-2022-psychosocial-impacts-AR.pdf

DEFINITION
Is the form of violence perpetrated against a person
based on their gender, including any violent act
that results in harm or suffering to women or girls
— be it physical, sexual or psychological harm. This
violence involves any threat of such acts, coercion
or arbitrary deprivation of liberty.

SOURCE
The Jordanian National Commission for Women
"National Strategy for Women in Jordan 2020-2025', The

Jordanian National Commission for Women,2020, page 11.

Gendered Disinformation

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
Is a type of misinformation specifically fabricated
to play into gender stereotypes and double
standards. Examples range from manipulated
media reports that portrays women in sexualised
situations, accusations of indecency or infidelity,
or rumours about trading sexual favours for
influence and power.

SOURCE
DCA Alliance
Karina Pultz, «Online Harassment of Women Human Rights

Defendersy DCA Alliance, (February 2023), page 10.

Grooming

CATEGORY

. Threats, Exploitation, and Coercion
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https://women.jo/~women/en/node/7935
https://www.danchurchaid.org/report-online-harassment-and-censorship-of-women-human-rights-defenders

DEFINITION
Grooming is when someone builds a relationship,
trust and emotional connection with a child or
young person so they can manipulate, exploit and
abuse them. Children and young people can be
groomed online or face-to-face, by a stranger or by
someone they know.

SOURCE
NSPCC
"Grooming', Children)s Advocacy Project, n.d.

Hacking

CATEGORY

. Technology and Data

DEFINITION
Forced and unauthorized access to digital devices -
such as a computer or phone - or to various online
accounts such as Facebook, Google, Netflix, etc.
Hacking can - in many cases - be part of a digital
violation.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Hate Speech

CATEGORY

. Threats, Exploitation, and Coercion
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https://www.childrensadvocacyproject.org/blog/73-grooming
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

Any act of speech, writing or behavior that attacks
or makes derogatory and discriminatory
statements about a person or group based on their
religion, ethnicity, nationality, race, color,
ancestry, gender identity, sexuality or other
identity factors. Hate speech can occur both analog
and digital, which means that hate speech is not
only limited to the physical world, but can also
take place online.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Honor Killings

CATEGORY

. Intersectionality and Context

DEFINITION

An honor Kkilling, also called a customs' crime, is
the murder of a female member of the family or
tribe by one or more family members (often male)
where the Kkiller (and most likely the wider
community in which he lives) considers that the
victim has brought shame to her family, tribe or
community.

SOURCE

King Hussein Foundation - Information and Research
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Human Trafficking

CATEGORY

. Forms of Violence
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https://www.digitaltansvar.dk/viden/ordbog
https://www.cawtarclearinghouse.org/storage/AttachementGender/rap-analyse-jordanie_ar.pdf

DEFINITION
Recruiting, transporting, harbouring or receiving
persons for the purpose of exploiting them by
means of the threat or use of force or other forms of
coercion, kidnapping, fraud, deception, abuse of
power or exploiting a situation of vulnerability, or
by giving or receiving sums of money or benefits to
obtain the consent of a person who has control over
such persons, or attracting, transporting,
harbouring or receiving persons under eighteen
years of age when this is for the purpose of
exploiting them, even if such exploitation is not
accompanied by a threat, force, or the use or other
means.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Human-centric Cybersecurity

CATEGORY

. Forms of Violence

DEFINITION

Centralizing people (rather than technology) as the
primary subjects of cybersecurity practice.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024, page 7.

Identity-Based Harassment

CATEGORY

. Forms of Violence
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https://www.sigi-jordan.org/en/article/5312
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION
Identity-based bullying is defined as any form of
bullying related to characteristics considered part
of a personys identity or perceived identity group,
such as race, religion, disability, immigration
status, sexual orientation, gender identity, physical
appearance, etc.

SOURCE

Edutopia

"What is identity-based bullying?', Jinnie Spiegler, Edutopia,
2022.

Image-Based Abuse

CATEGORY

Visual-Based Abuse

DEFINITION
The sharing of (or threat to share) intimate images
without the consent of the person in that image...
Image-based abuse is often referred to as (revenge
porny or (cyberharassment.) Other terms used to
explain this form of abuse include: sexploitation or
sextortion, where someone blackmails another
person by threatening to reveal explicit images;
and e-venge, referring to the electronic
distribution.

SOURCE
UN Women_
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Impersonation

CATEGORY

. Deceptive Identities and Manipulated Content
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https://www.edutopia.org/article/what-is-identity-based-bullying-jinnie-spiegler
https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf

DEFINITION
Impersonation is the creation of a hoax social
media account, often using the target)s name and/
or photo, to post offensive or inflammatory
statements to defame, discredit, or instigate
further abuse. A harasser can also impersonate
someone the target knows in order to cause harm.

SOURCE
UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Inclusive Language

CATEGORY

Research and Analysis

DEFINITION
Language that acknowledges diversity, conveys
respect to all people, is sensitive to differences, and
promotes equal opportunities.

SOURCE

Workhuman

"What is inclusive language in the workplace?', Workhuman,
n.d.

Indecent Exposure

CATEGORY

. Online Sexual Harassment

DEFINITION
Indecent exposure is the intentional exposure of
one's genitals in a public place.

SOURCE

Legal Information Institute

"Indecent exposure’, Legal Information Institute, Cornell Law
School, n.d.
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https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf
https://www.workhuman.com/blog/what-is-inclusive-language-in-the-workplace/
https://www.law.cornell.edu/wex/indecent_exposure

Infinite Scrolling

CATEGORY

. Technology and Data

DEFINITION
Infinite scrolling is a feature that automatically
loads and displays new content when a user
approaches the bottom of the current social media
page or swipes forward from a video. This creates
an endless stream of content. Often on video-based
social media, such as TikTok or the reels feature on
Instagram, this feature is combined with the
autoplay feature where content also starts
automatically. The infinite scroll feature is the core
feature of the inappropriate practice known as
doom scrolling, which describes a situation where a
person is caught in an endless stream of negative
news and content

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Information

CATEGORY

. Technology and Data

DEFINITION
Information is data that have been processed and
have significant meaning information or data.

SOURCE

Jordan Open Source Association

"Full Text in English of the Cybercrime Law of 2023, Jordan

Open Source Association , 8 August 2023, page 1.

Information Network
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https://www.digitaltansvar.dk/viden/ordbog
https://www.josa.ngo/publications/33

CATEGORY
. Technology and Data

DEFINITION
Information network is a link between more than
one information system or any information
technology means to make available and obtain the
data and information.

SOURCE

Jordan Open Source Association

"Full Text in English of the Cybercrime Law of 2023, Jordan
Open Source Association , 8 August 2023, page 2.

Information System

CATEGORY
. Technology and Data

DEFINITION
An information system is a set of components that
collect, store, and process data and deliver
information, knowledge, and digital products.

SOURCE
Brittanica

"Information system (IS)', TechTarget, n.d.

Intersex

CATEGORY

. Intersectionality and Context
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https://www.josa.ngo/publications/33
https://www.techtarget.com/whatis/definition/IS-information-system-or-information-services#:~:text=An%20information%20system%20(IS)%20is,raw%20data%20into%20useful%20information.

DEFINITION
Intersex is a general term used for a variety of
conditions in which a person is born with
reproductive or sexual anatomy that doesnmt seem
to fit typical definitions of female or male.

SOURCE

InterAct

"Interact Advocates for Intersex Youth", InterACT, n.d.

Interview research

CATEGORY

. Research and Analysis

DEFINITION
Interview research is conducted by talking with
people. It involves gathering informants) reports
and stories, learning about their perspectives, and
giving them voice in academic and other public
discourse.

SOURCE

Semantic Scholar
"9 FEMINIST INTERVIEWING Experience , Talk , and
Knowledge', Semantic Scholar, 2006, page 173.

IoT-facilitated violence

CATEGORY
. Forms of Violence
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https://interactadvocates.org/
https://www.semanticscholar.org/paper/9-FEMINIST-INTERVIEWING-Experience-,-Talk-,-and-Interviewing-Devault/e46a61ea9ee2a9f0a25897ac65e021dd16ff16df#citing-papers

IoT-facilitated violence refers to the exploitation of
the IoT (Internet of Things) to harass, stalk, control
or otherwise abuse . It is conducted through IoT
devices such as smart doorbells, speakers or
security cameras. Examples include switching off
the lights or heating in a victim>s home, locking
the victim out of their home by controlling the
smart security system, or audio/video recording by
means of security cameras

European Institute for Gender Equality

"Combating Cyber Violence against Women and Girls',

European Institute for Gender Equality, 25 Nov 2022,page 17.

Juice Jacking
. Online Scams and Fraud

Juice jacking is a theoretical term for a form of
cybercrime where criminals manipulate public
charging stations in order to install malware and
steal private information from the devices
connected to the public chargers. While the
phenomenon sounds scary in theory, in practice
there is little evidence that juice jacking poses a real
risk.

Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Juvenile
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https://eige.europa.eu/publications-resources/publications/combating-cyber-violence-against-women-and-girls?language_content_entity=en
https://www.digitaltansvar.dk/viden/ordbog

CATEGORY

Legal terms

DEFINITION
Every child under 18 years of age, including
juvenile delinquents and juveniles in need of
protection and care.

SOURCE

Solidarity Is Global Institute-]O (SIGI Jordan)
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Leak

CATEGORY

. Technology and Data

DEFINITION
Leak is a term used in relation to data that has been
leaked. This can cover leaked databases of emails,
usernames, passwords, etc. but is also widely used
for leaked intimate images shared without consent.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Legal Age of Consent

CATEGORY

Legal terms
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https://www.sigi-jordan.org/en/article/5312
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

The age of 18 is considered the legal age of maturity
in Jordan and therefore any official documents
concerning children under the age of 18 must be
signed by a parent or guardian in accordance with
the law.

SOURCE

Solidarity Is Global Institute-]O (SIGI Jordan)
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Legal Guardian

CATEGORY

Legal terms

DEFINITION

The minor's guardian is —above all— his father,
followed by his father's appointed guardian, then
the minor's true grandfather, then the
grandfather's appointed guardian, and finally the
court or a guardian appointed by the court.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Legislative Violence Against
Women

CATEGORY

Legal terms
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https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312

DEFINITION

Violence  based on negative legislative
discrimination against women. It may include: not
considering the needs of both sexes when
preparing or drafting legislation regulating public
life, exclusion of women, or the lack of
criminalization of violence against women in all its
forms or legal justification. Legislative violence
includes several levels: laws, regulations and
instructions.

SOURCE

Jordan National Commition for Women
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Libel

CATEGORY

Legal terms

DEFINITION

Libel is a published false statement that is
damaging to a person's reputation.

SOURCE
FREEDOM FORUM
"What Is Libel? A First Amendment Analysis’, Freedom

Forum, at: https://www.freedomforum.org/what-is-libel/
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Malware

CATEGORY

. Technology and Data
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https://www.women.jo/sites/default/files/2022-06/%D8%AF%D8%B1%D8%A7%D8%B3%D8%A9%20%D8%A7%D9%84%D8%B9%D9%86%D9%81%20%D8%B6%D8%AF%20%D8%A7%D9%84%D9%86%D8%B3%D8%A7%D8%A1%20%D9%81%D9%8A%20%D8%A7%D9%84%D9%85%D8%AC%D8%A7%D9%84%D9%8A%D9%8A%D9%86%20%D8%A7%D9%84%D8%B9%D8%A7%D9%85%20%D9%88%D8%A7%D9%84%D8%B3%D9%8A%D8%A7%D8%B3%D9%8A.pdf
https://www.freedomforum.org/what-is-libel/#:~:text=Libel%20is%20the%20publication%20of,An%20opinion%20is%20not%20libel.

DEFINITION
Any program or file that is intentionally harmful
(i.e. malicious) to a computer, network or server.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 7.

Mandatory Reporting

CATEGORY

Legal terms

DEFINITION

Refers to the laws of the country that require
certain organizations and/or persons working in
certain professions (such as health, education,
social and other services) to report cases of gender-
based violence, domestic violence and child abuse
(such as neglect and physical, sexual, emotional
and psychological abuse).

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Manipulated Sexual Material
(MSM)

CATEGORY

. Deceptive Identities and Manipulated Content
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Manipulated Sexual Material (MSM) is artificially
created or manipulated image, video, text or audio
material that depicts an existing person in a sexual
situation that they have not participated in. For
example, MSM is when an image of a clothed
person is altered or manipulated so that the person
appears naked in the image. We know this as fake
nudes or deep fakes. In Denmark, it is illegal to
share MSM of people who have not given consent
to share.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Misdemeanors

CATEGORY

Legal terms

DEFINITION
Crimes punishable by law with imprisonment or a
fine, including, for example, the crimes of slander,
libel, insult, minor harm, and indecent acts.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Misinformation

CATEGORY

. Deceptive Identities and Manipulated Content
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https://www.digitaltansvar.dk/viden/ordbog
https://www.sigi-jordan.org/en/article/5312

DEFINITION

The spread of false information without the intent
to mislead. Those who share the misinformation
may believe it is true, useful or interesting, and
have no malicious intent towards the recipients
they are sharing it with.

SOURCE

World Health Organization
"Disinformation and public health’, World Health

Organization, n.d.

Multi-factor authentication

(MFA)

CATEGORY

. Technology and Data

DEFINITION
A multi-step account login process that requires
users to enter more information than just a
password.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 7.

NCDII Non-Consensual
Distribution of Intimate
Images

CATEGORY

Visual-Based Abuse
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https://www.who.int/news-room/questions-and-answers/item/disinformation-and-public-health
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf

DEFINITION

NCDII is having personal nude or sexual images of
oneself shared or shown to someone else or posted
online without permission.

SOURCE

Centre for International Governance Innovation

Suzie Dunn, Tracy Vaillancourt & Heather Brittain,
"Supporting Safer Digital Spaces’, Centre for International

Governance Innovation, (June 2023), page 40.

Neglect

CATEGORY

. Intersectionality and Context

DEFINITION
Failure to provide or secure the basic physical,
developmental or psychological needs of the child,
whether intentionally or due to negligence. Neglect
is sometimes referred to as the "passive" form of
abuse because it is associated with not meeting
some key aspects of care and protection, which
leads to damaging the child's health or
development, and may also include not meeting
the child's basic emotional needs, excluding
situations of poverty where the person entrusted
with the care of the child cannot provide the basic
requirements for them but tries to do so.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Networked harassment

CATEGORY

. Forms of Violence
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4475076
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Networked harassment is a form of collective
online harassment that originates from a network
of people with a shared agenda or world view.

SOURCE

Centre for International Governance Innovation

Suzie Dunn, Tracy Vaillancourt & Heather Brittain,
"Supporting Safer Digital Spaces’, Centre for International

Governance Innovation, (June 2023), page 29.

Online abuse

CATEGORY
. Forms of Violence

DEFINITION
Online abuse is the pervasive or severe targeting of
an individual or group online through harmful
behavior.

SOURCE
PEN America
"Defining «Online Abuse»: A Glossary of Terms', PEN

America .

Online Harassment

CATEGORY
. Forms of Violence
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4475076
https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/

DEFINITION
Online Harassment repeated conduct that
threatens, pesters, scares or abuses someone by
sending degrading, offensive or insulting
comments or images . online sexual harassment
mainly affects women, girls and LGBTQI
individuals

SOURCE
UNFPA
"DIGITAL VIOLENCE TERMS', UNFPA.

Online Violence

CATEGORY

. Forms of Violence

DEFINITION

Online Violence is not contained by the digital
sphere — it is killing women and adolescent girls in
offline spaces. It seeps into their daily lives,
infecting their psychological and physical well-
being and resulting in paranoia, shame, isolation,
and even leading to their deaths through honor
killing, murder, and suicide.

SOURCE
ICRC
Megan O)Brien,"Online violence: real life impacts on women

and girls in humanitarian settings', ICRC, 2024, page 1.

Pegasus

CATEGORY

. Technology and Data
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https://www.unfpa.org/thevirtualisreal-background#glossary
https://blogs.icrc.org/law-and-policy/2024/01/04/online-violence-real-life-impacts-women-girls-humanitarian-settings/

DEFINITION

Pegasus is a spyware that exploits technical
vulnerabilities in a victim's device to covertly gain
access to the device and extract data, including text
messages, emails, media, microphone, camera,
passwords, voice calls on messaging apps, location
data, call logs, and contacts. The spyware can also
potentially allow an attacker to activate the phone
camera and microphone, to spy on an individual's
calls and activities. As such, Pegasus not only
enables the surveillance of the target, but also the
target)s communications and interactions with
other people.

SOURCE

Access Now

Marwa Fatafta "Unsafe anywhere: women human rights
defenders speak out about Pegasus attacks’, Access Now, 17

January 2022.

Person with Full Capacity

CATEGORY

. Intersectionality and Context

DEFINITION

Every person who has reached 18 years of age and
possesses their mental faculties.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Person with Limited Capacity

CATEGORY

. Intersectionality and Context
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https://www.accessnow.org/women-human-rights-defenders-pegasus-attacks-bahrain-jordan/
https://www.sigi-jordan.org/en/article/5312

DEFINITION

Anyone with who has not reached the age of
discernment due to young age (less than 7 years),
dementia, or insanity.

SOURCE
Solidarity Is Global Institute-]JO (SIGI Jordan)
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Person with Partial Capacity

CATEGORY

. Intersectionality and Context

DEFINITION

Anyone who has reached the age of discernment
but has not yet reached the age of majority, and
anyone who has reached the age of majority but is
deemed incompetent or neglectful.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Persons with Disabilities

CATEGORY

. Intersectionality and Context
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https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312

DEFINITION

Includes those who have long-term physical,
mental, intellectual or sensory impairments which
in interaction with various barriers may hinder
their full and effective participation in society on
an equal basis with others.

SOURCE
UNHCR
"Persons with disabilities’, UNHCR Emergency Handbook,

United Nations High Commissioner for Refugees, n.d.

Persons with Limited Familial
Support

CATEGORY

. Intersectionality and Context

DEFINITION

All children who are not cared for and are not
accommodated with at least one parent for any
reason or circumstance.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Phishing

CATEGORY

. Online Scams and Fraud
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https://emergency.unhcr.org/protection/persons-risk/persons-disabilities
https://www.sigi-jordan.org/en/article/5312

DEFINITION

Phishing is an attempt to lure information (such as
passwords, social security numbers or other
confidential information) out of a person. In a
typical phishing attack, a malicious website will be
set up that confusingly resembles a service that the
victim has an account with, such as Facebook,
Spotify, an online bank or similar services. By
entering information on the phishing page, the
information will be transferred to an unauthorized
third party. Phishing generally has a financial
motive.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Physical Violence

CATEGORY

. Forms of Violence

DEFINITION

The use or threat of physical force, which may
result in bodily injury or bodily harm, such as
beating, wounding, punching, biting or burning by
throwing incendiary, caustic, or deforming
substances. It also includes any other acts that may
cause physical harm to the body.

SOURCE

Solidarity Is Global Institute-]JO (SIGI Jordan)
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Psychological harassment

CATEGORY

. Forms of Violence
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https://www.digitaltansvar.dk/viden/ordbog
https://www.sigi-jordan.org/en/article/5312

DEFINITION

A form of vexatious behaviour that involves
repeated hostile and unwanted words, behaviour,
or actions that are painful, hurtful, annoying,
humiliating or insulting. In such situations
victims' dignity and psychological or physical
health is threatened.

SOURCE

Institut national de la recherche scientifique

"Psychological harassment’, Institut national de la recherche

scientifique (INRS), n.d.

Psychological Violence

CATEGORY

. Forms of Violence

DEFINITION

Violence that results in a disorder in mental
behavior or causes psychological or emotional pain,
such as insulting, vilification, isolation from family
and friends, ridicule, intimidation, incapacitating
demands, or arbitrary deprivation of rights and
freedoms.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Psychosocial Support

CATEGORY

. Intersectionality and Context
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https://inrs.ca/en/psychological-harassment-and-sexual-violence/psychological-harassment/#:~:text=Psychological%20harassment%20is%20a%20form,%2C%20annoying%2C%20humiliating%20or%20insulting.
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Support aimed at protecting or promoting
psychosocial well-being and/or preventing or
treating behavioural disorders.

SOURCE
Solidarity Is Global Institute-]JO (SIGI Jordan)
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Ransomfake

CATEGORY

. Threats, Exploitation, and Coercion

DEFINITION

Ransomfake is a deepfake image or video material,
typically of an explicit nature, produced with the
purpose of demanding a ransom from a victim to
keep the material from being published.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Ransomware

CATEGORY

. Technology and Data
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https://www.sigi-jordan.org/en/article/5312
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

A type of malware that is designed to block access
to a computer system until a sum of money is paid.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 7.

Refugee

CATEGORY

. Intersectionality and Context

DEFINITION

Any person with a justified fear of being persecuted
because of their race, religion, nationality,
membership in a particular social group, or
political views and resides outside the country of
their nationality, and because of that fear is unable
or unwilling to benefit from the protection of that
country.

SOURCE

Solidarity Is Global Institute-JO (SIGI Jordan)
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Revenge Porn

CATEGORY

Visual-Based Abuse
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Revenge Porn is a form of image- based abuse, a
preferred term is non-consensual sharing of
intimate imagery. while commonly used , "revenge
porn" is objectionable as it suggests consent from
and wrongdoing by the survivor to provoke
retribution.

SOURCE
UNFPA
"DIGITAL VIOLENCE TERMS', UNFPA.

Romance Scam

CATEGORY

. Online Scams and Fraud

DEFINITION

Romance scam is a type of fraud where a
perpetrator uses an often false identity to contact
and develop a romantic relationship with a victim,
who is then manipulated into sending money. The
scam may involve the victim being manipulated
into taking out consumer loans or providing other
sensitive information that the perpetrator can use
to commit fraud. The perpetrators are often highly
professional. Contact is typically initiated on
dating sites or social media.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Service Provider

CATEGORY

. Technology and Data
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https://www.unfpa.org/thevirtualisreal-background#glossary
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION
Service provider is any natural or legal person,
public or private, who provides subscribers with
electronic services by means of information
technology, or who processes or stores information
on behalf of the telecommunications service or its
users.

SOURCE

Jordan Open Source Association

"Full Text in English of the Cybercrime Law of 2023, Jordan

Open Source Association , 8 August 2023, page 2.

Sex Characteristics

CATEGORY

. Intersectionality and Context

DEFINITION
Sex Characteristics are each persons genetic,
chromosomal, anatomic and hormonal variations
related to their sex. These characteristics are not
always binary; that is, they do not always fall under
the categories of amale) or (female).

SOURCE

Amnesty International

"Thailand: «Being ourselves is too dangerous»: Digital
violence and the silencing of women and LGBTI activists in

Thailand', Amnesty International, May 16, 2024, page 8.

Sexist Hate Speech

CATEGORY

. Forms of Violence
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https://www.josa.ngo/publications/33
https://www.amnesty.org/en/documents/asa39/7955/2024/en/

DEFINITION
relates to expressions which spread,incite, promote
or justify hatred based specifically on a person)s sex
or gender.

SOURCE

International Media Support

"Online gendered disinformation and sexist hate

speech’,International Media Support,Mar. 2023,page 2.

Sextortion

CATEGORY

. Online Sexual Harassment

DEFINITION
Sextortion or "sexual extortion" is blackmail or
threats of sharing intimate images or videos of a
person if they don't do what the blackmailer
demands. For example, threats of sharing a nude
photo that the blackmailer has come into
possession of if the victim doesn't send more
intimate photos or videos.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Sexual and
Health

Reproductive

CATEGORY

. Intersectionality and Context
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https://www.mediasupport.org/publication/online-gendered-disinformation-and-sexist-hate-speech/
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

Sexual and reproductive health refers to a state of
complete physical, mental and social well-being,
and not merely the absence of disease or infirmity,
in all matters relating to the reproductive system
and to its functions and processes.

SOURCE

UNFPA

"Reproductive health’, World Health Organization, Southeast
Asia Regional Office, n.d.

Sexual Harassment

CATEGORY

. Online Sexual Harassment

DEFINITION

Sexual Harassment is an unwelcome sexual
advance, unwelcome request for sexual favours or
other unwelcome conduct of a sexual nature which
makes a person feel offended, humiliated and/or
intimidated, where a reasonable person would
anticipate that reaction in the circumstances.

SOURCE
UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Sexual Violence

CATEGORY

. Forms of Violence
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https://www.who.int/southeastasia/health-topics/reproductive-health
https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf

DEFINITION
Violence that forces or encourages sexual
intercourse, prostitution or witnessing sexual acts,
including rape, sexual harassment, unacceptable
sexual remarks, the use of unacceptable sexual
methods that violate religious and moral norms,
and the use of power and force to committed such
an act.

SOURCE

Information and Research - King Hussein Foundation
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Shadowbanning

CATEGORY

. Technology and Data

DEFINITION
Shaddowbanning refers to a seemingly inexplicable
decrease in the reach of one's content on social
media. It happens when digital platforms use
algorithms to tone down, limit or hide users'
content, rather than overtly blocking or removing
it. Shadowbanning takes place without the user
being notified by the platform. If a user
experiences that their profile or content is
shadowbanned, there is nothing they can do about
it.

SOURCE

Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Shallowfake
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https://www.cawtarclearinghouse.org/storage/AttachementGender/rap-analyse-jordanie_ar.pdf
https://www.digitaltansvar.dk/viden/ordbog

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION

a manipulated image, often done with editing
software, such as attaching someone's face to

someone else's body — a more believable,
sophisticated deepfake is done with machine
learning.

SOURCE

UNFPA

"DIGITAL VIOLENCE TERMS', UNFPA.

Slander

CATEGORY

Legal terms

DEFINITION

Slander is a spoken false statement.

SOURCE

Jordan Open Source Association (JOSA)

"Defamation, slander, libel, and malicious falsehood', Achkar

Law, n.d.

Social Engineering

CATEGORY
. Online Scams and Fraud

il
& o o sl ssimally dealadl ol sed) I

@il
2225 Dlizmey plassul Sols i) Gody dusd 550
a5l BT 3T e s pasets azg a5 Jie (204l
ol LaglsiSs puiuing —EL3J5 Ik S Y— grosl]
LAY

sl
RECTRT

el

st OO x5 52 iy gl

das ool dwaiy]|
-
il e Juasdls glasd [l


https://www.unfpa.org/thevirtualisreal-background#glossary
https://achkarlitigation.com/blog-defamation-slander-libel-and-malicious-falsehood/#:~:text=Slander%20is%20a%20form%20of,conversation%20that%20harms%20their%20reputation.

DEFINITION

Social engineering is a psychological attack against
a company or an organization that aims to exploit
people)s natural tendency to trust others. A social
engineering attacker fabricates a pretext that is
familiar to targets, and then preys on their
cognitive biases to lull them into a false sense of
security and trust. In short, the attacker assumes
an alter ego that targets are expected to trust
inherently.

SOURCE
BLACKDUCK
"What is social engineering', Black Duck Software, January 14,

2025.

Social Media Platform

CATEGORY

. Technology and Data

DEFINITION

A social media platform is a web-based technology
that enables the development, deployment, and
management of social media solutions and
services.

SOURCE

TechTarget
"Social media’, Quizlet, n.d.

Social Media Sites

CATEGORY

. Technology and Data

el

Il I B danso 5l 850 0o 29l pooed
olooll 4 i oYL A ekl el e
AS1)3Y oeiland Jituw o cmddgiued Bollo 5u)lism
Ao dpasds p2leoll (adin olaxsl .oledl egolesd
B (digtnell o 32 Of (853

bty Laslessalt [l

@yeill
Bluy Slodsg Jsl> 8ylols shd o (Kod s ks
kel Lolsil

izl Jolsdl 23150
il
bty Loty [


https://www.who.int/news-room/questions-and-answers/item/disinformation-and-public-health
https://quizlet.com/de/400163039/social-media-flash-cards/

DEFINITION
Social media sites are a set of tools that help
individuals form virtual communities, giving them
many opportunities to interact with a large number
of people and keep pace with the world.

SOURCE

WANA Institute

"Cyberbullying: Online Violence Against Women during
COVID-19 Pandemic, in Irbid Governorate', WANA Institute,
18 Oct 2021, page 5.

Sock Puppet

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION

A sock puppet is a false online identity used for the
purpose of deception, often to create a false
impression of support or opposition.

SOURCE

Wikipedia
"Sock puppet account’, Wikipedia, n.d.

Spoofing

CATEGORY

. Deceptive Identities and Manipulated Content
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https://wanainstitute.org/sites/default/files/publications/Cyberbullying%20%28final%29-ENG.pdf
https://en.wikipedia.org/wiki/Sock_puppet_account

DEFINITION
Spoofing refers to the practice of falsifying or
manipulating data, information or identity in
order to trick, deceive or harm someone. It can
include the falsification of emails, phone calls,
websites or other forms of digital communication
with the intent to misrepresent or mislead reality.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Spyware

CATEGORY

. Technology and Data

DEFINITION
Spyware is software which enables an operator to
gain covert access to information from a target
computer system or device.

SOURCE

Amnesty International

"Thailand: «Being ourselves is too dangerous»: Digital
violence and the silencing of women and LGBTI activists in

Thailand', Amnesty International, May 16, 2024, page 8.

Stalkerware

CATEGORY

. Technology and Data
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https://www.digitaltansvar.dk/viden/ordbog
https://www.amnesty.org/en/documents/asa39/7955/2024/en/

Stalkerware is a generic term for software that
discloses information about another person's
digital device (computer, smartphone, tablet, etc.).
Stalkerware typically takes the form of applications
that are installed on the device without the owner's
knowledge. Stalkerware can be used to read
messages, listen to calls, view images, geolocation
and keystrokes, among other things. Stalkerware is
most often used to spy on a ex-partner, partner,
etc.

Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Stalking

. Forms of Violence

Stalking involves repeated and unwanted
attention, harassment, or contact directed at a
specific person that would cause a reasonable
person to feel fear. It can include following,
watching, monitoring, or communicating with
someone in a way that is intrusive and
intimidating, and it may occur both online and
offline.

Rape, Abuse & Incest National Network

"Stalking',Rape, Abuse & Incest National Network,
09/13/2023.

Swatting
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https://www.digitaltansvar.dk/viden/ordbog
https://rainn.org/articles/stalking

CATEGORY

. Threats, Exploitation, and Coercion

DEFINITION
Swatting is a serious criminal act where one or
more people report a false emergency in order to
send either the police or other emergency services
to an innocent person's address. This is done by
fabricating and reporting a serious and dangerous
situation, such as a bomb threat, a murder, a
hostage situation or a false report that a person is
suicidal, threatening others or armed. It is not
uncommon for swatting calls to be broadcasted on,
for example, Twitch or Discord, so that other users
can both witness the swatting and even participate
by reporting the same fabricated emergencies
themselves to legitimize the swatting call. The
term comes from the word SWAT, which is a
generic term for specialized police units in the US.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Targeted Digital Surveillance

CATEGORY

. Technology and Data

DEFINITION
Targeted digital surveillance is a practice of
monitoring or spying on specific persons and/or
organizations through digital technology to
interfere with their private data.

SOURCE

Amnesty International

"Thailand: «Being ourselves is too dangerousy: Digital
violence and the silencing of women and LGBTI activists in

Thailand', Amnesty International, May 16, 2024, page 8.
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https://www.digitaltansvar.dk/viden/ordbog
https://www.amnesty.org/en/documents/asa39/7955/2024/en/

Technology-Facilitated
Gender-Based Violence (TF
GBV)

CATEGORY

. Intersectionality and Context

DEFINITION
is an act of violence perpetrated by one or more
individuals that is committed, assisted, aggravated
and amplified in part or fully by the use of
information and communication technologies or
digital media, against a person on the basis of their
gender.

SOURCE

UNFPA

"Brochure: What is technology-facilitated gender-based
violence?', UNFPA, Mar 2023.

Technology-facilitated violence
against women

CATEGORY

. Intersectionality and Context

DEFINITION

Any act that is committed, assisted, aggravated, or
amplified by the use of ICTs... that results in
physical, sexual, or psychological harm.

SOURCE
UN Women
"Technology-facilitated violence against women: Expert

group meeting report’, UN Women, March 2023, page 4.

Threats

CATEGORY

. Threats, Exploitation, and Coercion
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https://www.unfpa.org/resources/brochure-what-technology-facilitated-gender-based-violence
https://www.unwomen.org/sites/default/files/2023-03/Expert-Group-Meeting-report-Technology-facilitated-violence-against-women-en.pdf

Threats are a suggestion that something
unpleasant or violent will happen, especially if a
particular action or order is not followed.

UN Women
"Technology-facilitated violence against women: Taking stock

of evidence and data collection’, UN Women, 2023, page 22.

Torture

Legal terms

Any act that results in severe pain or suffering,
whether physical or mental, intentionally inflicted
on a person in order to obtain from them or
another person information or a confession, to
punish them or another person for committing or
being suspected of committing an act, to
intimidate them another person, to force them or
another person, or for any reason based on
discrimination of any kind when inflicting such
pain or suffering, incitement to or agreement of its
commission, or acquiesce by a public official or
other person acting in an official capacity, and does
not include pain or suffering resulting solely from
latent or incidental legal sanctions.

Solidarity Is Global Institute-]JO (SIGI Jordan)
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Traffic Data Path

. Technology and Data
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https://www.unwomen.org/sites/default/files/2023-04/Technology-facilitated-violence-against-women-Taking-stock-of-evidence-and-data-collection-en.pdf
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Traffic data path is any data movement related to a
communication through an information system or
any means of information technology that arises
therefrom and forms part of the communication
chain and indicates the source, destination, path,
timing and date of the communication.

SOURCE

Jordan Open Source Association

"Cybercrime Law ", Jordan Open Source Association , 2023,

page 1.

Trolling

CATEGORY

. Deceptive Identities and Manipulated Content

DEFINITION
Trolling is Internet slang for a person who
intentionally tries to instigate conflict, hostility, or
arguments in an online social community.
Platforms targeted by trolls can include the
comment sections of YouTube, forums, or chat
rooms.

SOURCE

GCF Global - Creating Opportunities for a Better Life

"What is trolling?', GCFLearnFree.org, Goodwill Community

Foundation, n.d.

Unaccompanied Children

CATEGORY

. Intersectionality and Context
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https://www.josa.ngo/publications/33
https://edu.gcfglobal.org/en/thenow/what-is-trolling/1/

DEFINITION

Any child who has been separated from both
parents or relatives and has no adult caregiver who
by law or custom is considered to be entrusted with
their care, meaning that the child may lack adult
care entirely, or that their caregivers may be
unknown or not related to them, they may also be
uncommon caregivers such as neighbors or another
child under the age of 18 or a stranger.

SOURCE

Solidarity Is Global Institute-]O (SIGI Jordan)
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Unauthorized Access

CATEGORY

. Technology and Data

DEFINITION

Accessing someone else's devices or social media
accounts without permission.

SOURCE

Centre for International Governance Innovation

Suzie Dunn, Tracy Vaillancourt & Heather Brittain,
"Supporting Safer Digital Spaces’, Centre for International

Governance Innovation, (June 2023), page 38.

Unsolicited Sexual Images

CATEGORY

Visual-Based Abuse
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https://www.sigi-jordan.org/en/article/5312
https://www.cigionline.org/publications/supporting-safer-digital-spaces/

DEFINITION
Unsolicited Sexual Images is being sent unwanted
sexual images

SOURCE

Centre for International Governance Innovation

Suzie Dunn, Tracy Vaillancourt & Heather Brittain,
"Supporting Safer Digital Spaces’, Centre for International

Governance Innovation, (June 2023), page 38.

Upskirting

CATEGORY

Visual-Based Abuse

DEFINITION
Upskirting is the term describes images or videos
that are taken from the bottom up underneath, for
example, a skirt - hence the name "upskirting. The
images are typically taken in public and without
the subject's knowledge.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Victim

CATEGORY

. Intersectionality and Context
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https://www.cigionline.org/publications/supporting-safer-digital-spaces/
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

The person who has been subjected to any kind of
violence.

SOURCE

Solidarity Is Global Institute-JO (Solidarity Is Global
Institute-JO (SIGI Jordan) Jordan)
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Violation of Dignity

CATEGORY
. Forms of Violence

DEFINITION

Any act that violets any part of the victims body
considered traditionally as offensive to public
modesty. Unnatural sexual intercourse with a
woman, sodomy with a man, and any direct assault
on modesty that extends to private areas,
regardless of whether the victim is male or female
is considered a violation of dignity.

SOURCE

Solidarity Is Global Institute-]JO (Solidarity Is Global

Institute-JO (SIGI Jordan) Jordan)
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Violence Women

(VAW)

Against

CATEGORY
. Forms of Violence
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https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312
https://www.sigi-jordan.org/en/article/5312

DEFINITION
Any act of gender-based violence that results in, or
is likely to result in, physical, sexual or
psychological harm or suffering to women,
including threats of such acts, coercion or arbitrary
deprivation of liberty, whether occurring in public
or in private life.

SOURCE
UN Women

"Violence against women', World Health Organization, n.d.

Virtual Kidnapping

CATEGORY

. Threats, Exploitation, and Coercion

DEFINITION

Virtual kidnapping refers to a type of fraud or
crime where criminals attempt to scare or
manipulate victims into believing that someone in
their family or circle of friends has been
kidnapped, when this is not the case. Often,
perpetrators use technology such as phone calls,
text messages or other means of communication to
create the illusion of a real kidnapping situation.
With artificial intelligence, perpetrators have new
opportunities to make the kidnapping appear
credible. For example, voice tools can be used to
fake the voice of the alleged hostage based on audio
recordings.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.

Virtual private network (VPN)

CATEGORY

. Technology and Data
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https://www.who.int/news-room/fact-sheets/detail/violence-against-women#:~:text=The%20United%20Nations%20defines%20violence,private%20life%22%20(1).
https://www.digitaltansvar.dk/viden/ordbog

DEFINITION

A mechanism for creating a secure connection
between a device and a network.

SOURCE

UN Women

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 7.

Virus

CATEGORY

. Technology and Data

DEFINITION
A type of malware that, when executed, can self-
replicate, infect / modify other programs and
spread to other computers.

SOURCE

UN Women_

Jaimee Stuart,"Cybersecurity Threats, Vulnerabilities and
Resilience Among Women Human Rights Defenders and Civil

Society in South-East Asia’, UN women, 2024,page 7.

Website

CATEGORY

. Technology and Data

DEFINITION
A website is a collection of publicly accessible,
interlinked web pages that share a single domain
name.

SOURCE
Webopedia
"A collection of related web pages is known as a website’,

Testbook, n.d
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https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://asiapacific.unwomen.org/sites/default/files/2024-05/ap-c881-cybersecurity-resilience-report-2024.pdf
https://testbook.com/question-answer/a-collection-of-related-web-pages-is-known-as-____--637cd6fa3472f9df3741df03#:~:text=The%20correct%20answer%20is%20website.&text=A%20website%20is%20a%20collection,%E2%80%9D%20or%20simply%20%E2%80%9Csite%E2%80%9D.

Youth-led
Movement

Pro-Democracy

CATEGORY

. Digital Activism and Countermeasures

DEFINITION
The youth-led pro-democracy movement refers to a
nationwide protest movement in Thailand that
started in 2020 under the leadership of young
university and high-school students, especially
women and LGBTI people. Under this movement,
protesters demanded political reforms towards
democratization for Thailand and tackled the
previously taboo issue related to the monarchy.
The term may be used interchangeably with «the
protest movementy

SOURCE

Amnesty International

"Thailand: «Being ourselves is too dangerous»: Digital
violence and the silencing of women and LGBTI activists in

Thailand', Amnesty International, May 16, 2024, page 9.

Zero Trust

CATEGORY

. Technology and Data

DEFINITION
The zero trust strategy means to never trust any
request to share sensitive information before the
request has been authenticated. This applies even if
the request comes from a colleague or family
member.

SOURCE
Digital Ansavar
"Dictionary of digital violence forms and phenomena’,Digital

Ansavar.
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https://www.amnesty.org/en/documents/asa39/7955/2024/en/
https://www.digitaltansvar.dk/viden/ordbog

CATEGORY

. Technology and Data

DEFINITION
Spam is any kind of unwanted, unsolicited digital
communication that gets sent out in bulk. Often
spam is sent via email, but it can also be
distributed via text messages, phone calls, or social
media.

SOURCE

Malwarebytes
"What is computer spam?', Malwarebytes.

Computer Crime

CATEGORY

. Technology and Data

DEFINITION
A computer crime is an act performed by a
knowledgeable computer user, sometimes called a
"hacker," who illegally browses or steals a
company's or individual's private information.
Sometimes, this person or group of individuals
may be malicious and destroy or otherwise corrupt
the computer or data files.

SOURCE

Computer Hope
"Computer crime',Computer Hope, 12/06/2024.

Tagging without Permission

CATEGORY

. Threats, Exploitation, and Coercion
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https://www.malwarebytes.com/spam
https://www.computerhope.com/jargon/c/compcrim.htm

DEFINITION

Tagging without permission involves attaching
someone)s name to an online image so that the
name appears on the image

SOURCE
ECT Education Management Information System (EMIS)
"ETHICS AND INTERNET ABUSE ",FCT Education

Management Information System (EMIS).

Metadata

CATEGORY

. Technology and Data

DEFINITION

Meta is a prefix that -- in most information
technology usages -- means "an underlying
definition or description.” Metadata summarizes
basic information about data, which can make it
easier to find, use and reuse particular instances of
data.

SOURCE

TechTarget
Garry Kranz, "metadata’, TechTarget.

el
bip G il o typar pait pul B2 bowis o

el
—(Metadata) dy5lo0¥l po— (lpon dolS adiud
G Lo | atds lagleod] LaglyiSS Jlno 3 WG
DUl ool . ied of GosT (spime o dbay 5l Eut
@b ool Lo ULl o8 Enlulll Sloglaodl dnboyll
Ao Lgolusiuwl 33le] g dgoludiuwly alldl s ot


https://fctemis.org/notes/932_ETHICS%20AND%20INTERNET%20ABUSE.pdf
https://www.techtarget.com/whatis/definition/metadata
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